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T
he many risks are evident. 
Private information of all 
kinds—personal, finan-
cial, medical—resides on 
the computers of nearly 
every business. Hackers 
and identity thieves 
increasingly are compro-

mising system vulnerabilities, seeking to 
break in and exploit the details.

Hacking has been generating high-
profile news lately. Citigroup warned 
360,000 credit card customers that some 
account data was compromised. AT&T 
apologized to 114,000 new iPad own-
ers, including celebrities, after hack-
ers leaked their email addresses to an 
online gossip site. Privacy breaches, both 
accidental and criminal, are increasing 
steadily, along with their costs.

Violation of privacy laws and regula-
tions also has become one of the fastest-
growing litigation areas, with lawsuits 
accusing companies of negligence in 
their computer system security, breach 
of warranty and failure to properly inform 
customers following unauthorized access 
or accidental loss of personal data.

The financial risks of privacy breach are 
growing for service businesses. Potential 
costs include liability to customers or 
employees whose details are exposed, reg-
ulatory and legal expenses to notify affect-
ed individuals, work to restore computer 
systems, business interruption, damage to 
reputation—even extortion demands.

Property-casualty agents and brokers 
should stay informed about this increas-
ing risk and the coverage solutions that 
can help mitigate financial exposure. The 
frequent news of hacking attacks offers 
ample opportunities to discuss coverage 
needs, especially with clients in the mis-
cellaneous professional liability category.

Growing privacy threats
Businesses that once were simple service 
providers have taken on added technology 
functions that today are integral to their 
operations. Not only do these businesses 
worry about errors or omissions in their 
primary services; they must be concerned 
about their computer systems holding pro-
tected personal information on thousands 
or millions of clients. Much of this informa-
tion is regularly exchanged in the course of 
transacting business through websites and 
interacting with other service providers.

The result is a potential nightmare 
for medical billers, third-party adminis-
trators, marketing companies, collection 
agencies and other miscellaneous profes-
sional service organizations.

Common causes of data losses include 
criminal attacks by hackers, mistakes by 
employees or third-party outsourcers, and 
loss or theft of laptops and other mobile 
devices. Some recent examples from the 
Identity Theft Resource Center:

➊	 An IT vendor for a health insurer 
reports stolen computer drives holding data 
on 1.9 million customers: names, address-
es, medical information, Social Security 
numbers and other financial information 

➋	 A medical transcription firm inad-
vertently opens its server to access from 
the Internet, making more than 1,000 
detailed patient records potentially avail-
able to third parties

➌	 A direct marketing vendor sends a 
mailing that accidentally prints the Social 
Security numbers of 8,000 people on the 
outside of the envelope

➍	 A collection firm is hacked, losing  
1,800 consumers’ confidential credit reports

➎	 An employee of a call center improp-
erly downloads an electronic database of 
customer identities, Social Security num-
bers and payment card details

➏	 An email marketer for dozens of 
the largest U.S. companies is hit by 
hackers who gain access to millions of 
consumers’ names and email addresses.

Some privacy breaches involve paper 
rather than electronic losses: A tax pre-
parer’s briefcase is stolen from a car, a 
thoughtless employee discards old files 
in a trash container, or confidential papers 
are left out on a desk. But technology has 
enlarged the scale of the privacy risk.

Protected personal information is 
generally defined as confidential data 
that could cause financial harm to a per-
son if unauthorized users gain access. 
Examples are Social Security numbers, 
driver’s license numbers or equivalent, 
bank account or credit card numbers, and 
certain medical or healthcare information.

Even unauthorized release of email 
addresses and passwords can make con-
sumers vulnerable, because criminals pre-
tending to be banks or trusted retailers send 
targeted phishing emails seeking data that 
would expose financial accounts to fraudu-
lent transactions. Hackers also take advan-
tage of the fact that many consumers use 
the same password for all of their accounts. 

A loss can be extremely costly to a com-
pany. The average cost of 51 data breaches 
at U.S. businesses studied in 2010 was $7.2 
million, or $214 per affected customer, 
according to the Ponemon Institute, a think 
tank on security issues. 

Covering privacy risks
Many insurers offer coverage that can be 
endorsed to a standard miscellaneous pro-
fessional liability policy, offering defense 
and indemnity coverage to insureds to 
manage potential liabilities from privacy 
breaches. First-party coverages that proac-
tively cover expenses if a security breach 
occurs also are an option.

The basic privacy coverage is an enter-
prise-wide network security and privacy 
liability endorsement, which defends the 
insured against claims alleging negligence 
in maintaining or protecting personally 
identifiable information. In addition to cus-
tomer information, the coverage includes 
claims by employees arising from unau-
thorized disclosure of data.
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Generally, regulatory action defense 
coverage is coupled with that network 
security and privacy endorsement to 
provide a defense for actions brought 
against the insured by any regulato-
ry or governmental organization as a 
result of a violation of privacy laws or 
regulations. The current standard in 
miscellaneous professional liability poli-
cies is not to cover claims brought by 
governmental agencies. Even when  
privacy coverage is purchased, it typically 
provides for defense costs but excludes 
payment for fines or penalties.

Crisis management coverage provides 
reimbursement of a company’s expenses 
to respond to a privacy breach, including 
costs to notify affected individuals, pro-
vide credit monitoring services, engage  
forensic experts to determine the cause 
of the breach, and hire a public rela-
tions firm to help mitigate damage to a 
company’s reputation. Unlike other cov-
erages, crisis management coverage is 
not for liability to others but for direct 
costs incurred by the business. This cov-
erage will assist companies in reassur-
ing customers that the company recog-
nizes the problem and wants to continue  
serving them. 

Business interruption coverage, famil-
iar to property insurers, is needed to cover 
the loss of revenue if a security breach 
causes a material disruption to a com-
pany’s computer system and sales suffer as 
a result. This coverage generally is struc-
tured with a waiting period that gives the 
insured a fixed time, such as 12 hours, to 
get its computer system back up and run-
ning before the revenue losses are covered 
as business interruption.

Data restoration coverage may be 
required to offset the company’s expenses 
to restore customer, vendor and employee 
files, which can be substantial depending 
on the severity of the data breach.

A final coverage, computer system 
extortion coverage, may also be useful to 
protect businesses against hackers hold-
ing confidential data for “ransom.”  Often 
compared to kidnap and ransom coverage, 
this coverage provides funds that can be 
used by a company to investigate extortion 
threats and/or pay extortion losses, when 
a hacker gains access to company systems 
and demands payment to not disseminate 
the confidential information. 

Safeguarding security through 
precautions
Preventive measures go hand in hand 
with insurance to protect businesses. 
Companies can take precautions to greatly 
reduce risk—and obtain better rates for 
insurance. 

In general, underwriters providing cov-
erage against privacy breaches will look 
first to see how much priority a company 
places on the protection of its databases. 
Insurers want to know if the business has 
hired qualified outside experts to review 
and enhance security procedures, and if 
those recommendations are being followed. 
Underwriters will need to learn who has 
access to the company’s systems and if the 
information has tiered authority levels. The 
company should have dedicated people or 
groups assigned to protect the integrity of  
protected data.

Underwriters also look closely at infor-
mation about encryption of data, password 

procedures, backup procedures including 
off-site backup of data, disaster recovery 
plans, intrusion prevention systems, and 
the use of anti-virus tools. 

Agents and brokers play  
a vital role
In a computerized and connected world, 
privacy concerns affect nearly every 
business—and the costs of a data breach 
due to hacking or accidental release can 
run into millions of dollars. Obviously, 
this is a risk that should be insured by 
any business handling confidential data.

So the next time you are reviewing 
coverage with miscellaneous profession-
al liability clients, don’t overlook these 
privacy exposures. 

Insurers have made it fairly easy to buy 
the coverage clients need when safeguard-
ing information has become a critical part 
of nearly everyone’s business.	
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